MpoTokon npo cniBpo6iTHULTBO
MiXX [IHINPOBCLKUM HaLiOHaNbHUM
yHiBepcuteToM imeHi Onecs NoHyapa Ta

Protocol of cooperation
between the Oles Honchar Dnipro National
University and the Company DAI Global LLC

Komnanieto «[JAI Fno6an En-en-ci» (DAI)
M. Knis « 03 »  kBiTHa 2023 poky Kyiv «_ 03 » April 2023
IHinpoBCbKM HauioHanbHWWA YyHiBepcuTeT | Oles Honchar Dnipro National University

imeHi Onecsa NoH4yapa, Ak PeuunieHT (gani —
PeuwunieHT), B 0cobi Pektopa OkoBuToro Cepris
IBaHOBMYA, AKUN aie Ha nigcrasi
Crartyty , 3 OOKy ogHiei cTopoHu, Ta
KomnaHisa «[Al Frmo6an En-en-ci» (KomnaHis
«JAl») (mani — BukoHaBeub), sk BukoHaBeub
MpoekTy AreHTCTBa MiXKHapOAHOIro PO3BUTKY
CLUA (AMP CLUA) «Kibep6e3neka KpUTUHHO
BaXXnNMBoI iHhpacTpyKkTypm YKpaiHu», (gani —
MpoekT), B 0cobi upekTopa MNeTpa Marisiweka,
SIKMA Qi€ Ha niacTaBi AOBIPEHOCTI Big 22 XKOBTHSA
2021 poKy 3 iHLOT CTOPOHK, iIMEHOBaHI Hagani -
CTOpOHN, Kepyl4ynMCb MNOSNOXKEHHAMU 3aKOHYy
Ykpaiin “Mpo OCHOBHi 3acagn 3abe3neveHHs
Kibepbesnekn Ykpainn”, NigTBEPIKYIOTD,
WwsxomM nignucanHa uboro [poTtokony, yrogy
Wwoao uinen, 3aBgaHb i 0YikyBaHUX pesynbraTiB
CniBpo6iTHMLITBA, 3a3HAYEHUX HIXKYE.

(hereinafter - the Recipient), represented by
Rector Okovytyy Sergiy lvanovych, acting on the
basis of the Statute, on one hand, and DAI Global
LLC (DAI) (hereinafter — the Implementor), as the
Implementor of the Activity of the United States
Agency for International Development
(hereinafter - USAID) "Cybersecurity of Critical
Infrastructure of Ukraine", (hereinafter - the
Activity), represented by Director Petro Matiaszek,
acting on the basis of a power of attorney on
October 22, 2021, on the other hand, hereinafter
referred to as the Parties, guided by the provisions
of the Law of Ukraine "On Basic Principles of Cyber
Security of Ukraine", and, confirm by signing this
Protocol an agreement on the goals, objectives and
expected results listed below.

1. Llini MpoekTty

MpoekT piHaHcyeTbca AMP CLUA Ta mae gBox
beHediuiapie - MiHictepctBOo  uUMposoil
TpaHcdopmadii YkpaiHm Ta AnapaTt Paawm
HauioHanbHOI 6e3neku i 060poHN YKpaiHu.

MeToto [lpoekTy € NOCUNEHHs  CTINKOCTI
KpUTUYHOI  iHdpacTpykTypu  YkpaiHn  fo
KibepaTak  LWNAXOM  PO3BUTKY  HagiHOro
napTHepcTBa MiXK OCHOBHMMMW  y4aCHUKaMM
npouecy nigBuLLEHHA piBHA Kibepbeanekn y
ranysi gepXxaBHOro ynpasriHHS, Y NpMBaTHOMY
CEKTOpi, a TakoX npeacTaBHUKaAMW OCBITHBOI

ranyasi i rPOMagsAHCBLKOro cycninbCcTBa.
[ocsarHeHHa  uieil MeTn  nepepnbavaetbes
LWMAAXOM  BWKOHAHHA  HacTynMHUX  3aBAaHb
MpoexkTy:

Po3BuTOK cepepoBuwia, WO CNpUsie
NiABULLEHHIO piBHSA Kibepbe3nekn.
3MiLHEeHHss  npaBoOBOI,  PerynsaTtopHoi  Ta
IHCTUTYUINHOI OCHOB Kibepbesnekn B YkpaiHi 3
METOI0 MOCWUNEHHA CTINKOCTI cuctemmn Ta 1T
rOTOBHOCTI A0  NpoTuAii  BUKAMKaM Y
BiAMNOBIAHOCTI 4O MiXKHaApPOOHMX CTaHOapPTIB.

Po3BUTOK TpyAOBUX pecypciB y ranysi
Kibepbe3neku B YKpaiHi. CnpusiHHS
BMPILLEHHIO HasfABHMX npobnem KagpoBOro

1.The Purpose of the Activity

The Purpose of the Activity is funded by USAID and
has two Beneficiaries - the Ministry of Digital
Transformation of Ukraine and the Office of the
National Security and Defense Council of Ukraine.
The goal of the USAID Cybersecurity for Critical
Infrastructure in Ukraine Activity is to strengthen the
resilience of the country's critical infrastructure to
cyberattacks by developing a reliable partnership
between the main participants in the process of
improving the level of cybersecurity in the field of
public administration, the private sector, as well as
representatives of the educational sector and civil
society.  Achieving this goal is envisaged by
performing the following tasks the Activity (tasks the
Activity).

Development of the environment that
contributes to the improvement of the level of
cybersecurity. Strengthening the legal, regulatory
and institutional foundations of cybersecurity in
Ukraine in order to strengthen the resilience of the
system and its readiness to counter challenges in
accordance with international standards and best
practices.

Development of human resources in the
field of cybersecurity in Ukraine. Assistance in
solving existing problems of personnel support by
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3abe3nevyeHHs LUMAXOM
KOMNETeHTHUX axiBUiB Ta
pPO3BUTKY HasiBHUX (haxiBLiiB.

3anyyeHHs
npodecinHoro

Po3bynoBa CTilKOI rany3i
Kibepb6e3neku. 3MiLUHEHHST OOBIpM i PO3BUTOK
cniBnpaui MK gepXaBHUM | npuBaTHUM
ceKkTopamMm 3 METOK PO3POOGKM IHHOBALIMHMX
pilleHb, siki OOyMOBMIOBATMMYTb BUKIUKK Y
ManbyTHbOMY. CrnpusiHHA PO3BUTKY 3POCTaHHIO
LLUMPOKOro PUHKY Kibepbesneku B YKpaiHi.

involvement of competent specialists and
professional development of existing staff.

Building a sustainable cybersecurity
industry. Building trust and developing cooperation
between the public and private sectors in order to
develop innovative solutions that will be challenged
in the future and promote the growth of a broad

cybersecurity market in Ukraine.

2. TepmiH peani3auii [MpoekTy

3 03 kBiTHa 2023 poky no 03 ksiTHA 2028 poky.

2.Term of the Activity
From April 03, 2023 to April 03, 2028

3. lini___Ta HanpAMKM _ cniBpobGiTHUUTBA

3. Objectives and directions of cooperation of

BukoHaBusa 3 PeunnieHTom

CniBpoGiTHMLUTBO BigOyBaeTbCA B  paMKax
3aBaaHb [MpoekTy Ta OKYCyeTbCA Ha TaKux
KIHOYOBUX LLNAX:

* NigBuLLEHHA  cNpOMOXHOCTI  PeuwunieHTa
BUKNagaTu nporpamm 3 kibepbesneku,

* HaJaHHSA MOXMMBOCTI TPEeHyBaTW MNpPaKTUYHi
HaBWMYKNM  CTYyOEHTIB  Ha BipTyarnbHuX
TPEeHiHroBmx nnatdopmax i3 kibepbesneku.

3apnsa 3abe3nevyeHHs AOCATHEHHSA NOcTaBneHo|
METM  CniBpOGITHMUTBO  3OINCHIOETBCA B
HACTYNHWX HanpsMKax:

1) PosBuTok TEeXHIYHOI CMPOMOXHOCTi
PeuunnieHTa;

2) HapgaHHa PeuunieHTy, WAAXOM YKnagaHHA
OKpEMUX  OOroBOpiB, MNPOrpamHoOro Ta

anapaTtHoro 3abesneveHHs 3a pesynbTatamu
OUiHKM noTpe® nicns noBHOMAacLUTabHOro
BTOPrHEHHS;
3) PosBuTtok
PeuunnieHTa;
4) MpoBedeHHA  perioHanbHUX  KOMaHOHWUX
3maraHb CTyAeHTIB i3 kKibepbeaneku;

KOMMeTeHLin cniBpobiTHWKIB

the Implementor with the Recipient

Cooperation takes place within the framework of the

main objectives of the Activity and focus on the

following key objectives:

* increasing the capacity of the Recipient to teach
cybersecurity programs of study;

» providing an access for students to practice their
skills on virtual cybersecurity training platforms.

To ensure the achievement of this goal, cooperation

is carried out in the following areas:

1) Development of technical
capacity;

2) Providing the Recipient by concluding separate
contracts with the software and hardware based
on the results of needs assessment after the full-
scale invasion;

3) Development of the Recipient's employees
competencies;

4) Conducting regional student team competitions in
cybersecurity;

5) Trainings on effective combined use of technical

the Recipient’s

5) TpeHiHrM 3 BuUKopuCTaHHA  TexHiunmx | Platforms and tools.

nnaTgopM Ta iHCTPYMEHTIB.
4.04ikyBaHi pe3ynbTaTtu peanisauii | 4.Expected results of cooperation
CniBpobiTHMUTBA BukoHaBus 3 | implementation of the Implementor and the
PeuuniecHTOM Recipient

* MNiaBULLEHHS
PeuunieHTa;

* MiABULLEHHS PiBHS CNiBPOBITHMKIB 3 NUTaHb
Kibepbesnekn i pO3BUTOK TEXHIYHUX HABUYOK
daxisuis PeunnieHTa;

* nigBuWeEHHA  kBanidikauil
Kibepbesneky;

HaBN4OK cniBpobITHUKIB

BUKNagadie 3

* increasing the Recipient’'s employees skills;

* raising awareness of cybersecurity issues and
developing the technical skills of the Recipient’s
specialists;

» refresher courses for trainers on cybersecurity;

» strengthening the Recipient’s technical capacities

for training purposes;

2




* TMOCUMNEHHs TexHiYHOi 6a3n PeuunieHTa ans
BUKNagaubkoi AisnbHOCTI;

* [HLUi KOPOTKOCTPOKOBI | 4OBroCTPOKOBI 3aX0au
3 MEeTOo peanisauil NpiopUTETHUX 3aBAaHb,
BM3Ha4yeHMx cninbHo PeuunieHtom Ta
BukoHaBLeMm.

* and other short-term and long-term measures in
order to implement the priority tasks identified
jointly by the Recipient and the Implementor.

5. Kputepii ecdbekTuBHOCTI CniBpobiTHMLUTBA

BukoHaBeLb 3abe3neyye CTBOPEHHS HAgiAHOI i
eeKTUBHOI  CUCTEMMU MOHITOpUHIY  Ta
OLiHIOBaHHS 3 METOH BUMIpPHOBaHHS
pesynbTaTiB poboTH, CNpsSMYyBaHHSA NogarnbLloi
fisnbHocTi i 3abe3neyeHHs  edEeKTUBHOro
nnaHyBaHHsA. 3okpema, CTopoHu 3abesnedyoTb
MOHITOPUHI TaKnX MNOKa3HWKIB:

* KinbKicTb oAuHWMUb ob6nagHaHHs, HagaHoro
PeuunieHTy Ang HaB4YanbHOro NpoLecy;

* KIMbKICTb CTYOEHTIB, &Ki Manu  3Mory
HaBYaTUCA 3aBOAKM MOCUIIEHHIO TEXHIYHOI
0a3u PeuunnieHTa;

5. Criteria for achieving effectiveness of

Cooperation

The Implementor ensures the creation of a reliable
and effective monitoring and evaluation system in
order to measure the results of work, direction
further activities and ensuring effective planning. In
particular, the Parties shall monitor the following
indicators:

 number of equipment units provided to the
Recipient for training purposes;

* number of students had an opportunity to go for
training as a result of the Recipient’s technical
capacities strengthened;

* iHWI  MOKa3HMKM, BM3Ha4yeHi  cninbHo | « and other indicators defined jointly by the
PeuunieHTom Ta BukoHaBLEM. Recipient and the Implementor.
6.AKTUBM, po6oTtu, nocnyru, npaBa | 6.Assets, works, services, intellectual property

iHTeneKkTyanbHOI BlTaCHOCTI Ta iHLIi pecypcu,

rights and other resources to be acquired and

wo oyaytbL npuadbaHi i HagaBaTUMYTbCHA Y

provided within the framework of the Activity

pamkax MpoekTy

B pamkax cniBpobiTHMUTBa BKMKOHaBeUb
HagaBaTUMe MOCMYrM  WoAO  MOKpaLLEHHS
TexHiyHol 6asn, niaBuWEHHA npodecCinHOT
CMPOMO>KHOCTI HayKoBO-neaaroriyHmnx
npauiBHukiB ~ PeuunieHTa, BAOCKOHaNEHHS
HasBHUX HaBYanbHUX AUCLMNIIH, Ta 3anyyYeHHs
00 OCBITHIX nporpam, KypciB  MigBULLLEHHS
KBasnidikauii 3 MeTO NokpaLLeHHA 3HaHb, BMiHb
i HaBMYOK Yy Ui cdepi, WNAXoM yKnagaHHA

OKpeMM1X JOroBopiB.

As part of the cooperation, the Implementor by
concluding separate contracts provides assistance
to strengthen the Recipient’s technical capacities,
increase the professional capacity of trainers
personnel, improve current study programs, involve
in educational programs and refresher courses to
improve knowledge, skills and abilities in this area.

7.04ikyBaHun BnavB MpoOEKTY Ha PO3BUTOK

7.The expected impact of the Activity on the

€KOHOMIiKW i perioHy

BukoHaHHA 3a3HadeHWX 3aBOaHb MOKpaWuTb
nigrotoBky daxisuiB 3 kibepbesnekun, sKi
3MOXYTb 3arnOBHUTMK NPOranuHu y 3abesneydeHHi
KpalHW TanaHoOBUTUMW pe3epBamMu MACHLKOro
Kanitany, Ta 3MOXyTb NPOMECIAHO BUABNATH i
BM3Ha4aTn kibepaTakm, 3axuwaTtu Big HKX,
pearyBaTuW Ha HUX Ta BiAHOBMOBATU CUCTEMY
NiCNs HUX SIK B onepauiHnuX ceKkTopax, Tak i B
CeKTopi iIHopMaLinHNUX TEXHOMOTIN.

development of the economy and the region

Fulfillment of these tasks will help to equip Ukraine
with cybersecurity specialists who can fill in talent
gaps, and can competently identify, detect, protect,
respond and recover to attacks across both
operational and information technology sectors.

As a result of the strengthening of the Recipient’s
cybersecurity, a gradual improvement of the overall
cyber instability of the state is ensured, which
corresponds to the goals and objectives of the
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3aBasku nocuneHHwo kibepbeanekn PeuunieHTa
3abe3neyvyeTbeA nocTynoBse NoninweHHs
3aranbHOi  KkibepcTiikocTi  gepxaBu, WO
Bignosigae uinaM Ta 3aBAaHHaM Crparterii
Kibepbesnekn YkpaiHu, 3aTBepaKeHoi YKaszom
MpesnaeHTa YkpaiHu Big 26 cepnHa 2021 poky
Ne 447/2021. MNowmnpeHHs jocsigy
HanpauboBaHOro B Mexax CniBpobiTHULTBA Ha
iHWKnXx cyB’ekTiB Kibepbesnekn [O3BONMUTL Ha
NPakTU4YHOMY  PiBHi  MOCUNUTKM  3arasnbHy
Kibepbesneky  YkpaiHW, y  MNEepCneKkTuBi
BNPOBaANTM CydacHi NpakTuKK Kibep3axmcty Ta
CTMMYIIOBATM PO3BUTOK Manoro Ta cepeaHboro
Oi3Hecy B chepi kibepbeanekn.

Cybersecurity Strategy of Ukraine as affirmed by a
Ukrainian Presidential Decree No 447/2021 of
August 26, 2021. Dissemination of experience
gained within the framework of cooperation on other
cybersecurity entities will allow to strengthen the
overall cybersecurity of Ukraine at the practical
level, in the future to introduce modern cyber
defense practices and stimulate the development of
small and medium-sized businesses in the field of
cybersecurity.

8.3060B’A3aHHA BukoHaBUSA OO0 HagaHHA
gonomoru

3a ymoBM HasBHOCTI pecypciB BukoHaBeub
3000B’A3yeThCS:

* MNPU3HAYNTU OCHOBHY KOHTakTHy ocoby 3
mMeTolo  3abesneveHHs KOMyHiKauii i
KoopAanHauii

* NiABUWLNTN piBEHb TEXHIYHOI KOMMeTeHLUil
cniBpobiTHUKIB PeuunieHTa LLUNAXOM
3anyyeHHs A0 TPEHIHriB, ceMiHapiB TOLLO;

* MOCUNUTK MaTepianbHO-TEXHIYHE
3abe3neyeHHd PeuunieHTa LUAISIXOM
nepegadi BIiANOBIAHOrO anapaTtHOro Ta
nporpamMHoro 3abesneyeHHs Ha 6e3onnaTHin
OCHOBI, LUMAXOM  yKNagaHHA  OKpemux
OOroBopiB,;

* nigTpUMaTK iHWi TUNM CcniBpoGITHMUTBA Ha
OCHOBI perioHanbHuX nabopartopin.

8. Implementor_Assistance Commitment

Subiject to availability of resources, the Implementor
undertakes to:

* appoint the primary contact person in order to
ensure communication and coordination;

+ increase the level of technical competence of
the Recipient's staff by involving them in
trainings, seminars, etc.;

» strengthen Recipient’'s material and technical
capacity-building by  providing respective
software and hardware on a free basis, by
concluding separate contracts,;

* support other types of cooperation based on
regional labs.

9. 3060B’A3aHHA PeunnieHTa

PeuunieHT 3060B’A3y€eTbCS:

* MPW3HAYUTU OCHOBHY KOHTaKTHy ocoby 3

MeTo  3abe3neyeHHss  KOMyHikauil i
KoopanHau,ii;

* cniBnpautoBat i3 BwuKoOHaBLEM LWINAXOM
3anyyeHHs HeobXxigHnX y4yacHuKiB
(NpauiBHUKIB) OO0 NpOUECIB NraHyBaHHS,
KOMYHiKaLii i peanisauii 3aBaaHb,

3aniaHoBaHMxX OO BWUKOHAaHHA B paMKax

CcniBpoBITHMLUTBA, BUKOPUCTAHHSA HAasIBHUX
OpraHi3auinHnX, TEeXHIYHUX i piHaHCOBUX
pecypcis ans OOCSATHEHHSA MEeTH

cniBpobiTHMUTBA;
» 3abesnevyBatn BukoHaBus
HeoOXigHOW AN HagaHHSA

iHbopmaLieto,
edheKTUBHOI

9. Obligations of the Recipient

The Recipient undertakes to:

* appoint the primary contact person in order to
ensure communication and coordination;

* cooperate with the Implementor_by involving the
necessary participants (staff) in the processes of
planning, communication and implementation of
tasks planned for implementation within the
framework of cooperation, the use of available
organizational, technical and financial resources
to achieve the goal of cooperation;

* provide the Implementor_with the information
necessary to provide effective support and
reporting on the results of cooperation and with
the obligation to non-disclosure of confidential
information by both parties.
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NIATPUMKA | 3BiTyBaHHA Npo pesynbTaTu
cniBpobiTHMLTBA i3 3000B’A3aHHAM
HEepPO3rosioLLEeHHS KOHdigeHuinHoT
iHdopmauii oboma cTopoHamu.

10. IHIIIT YMOBHA

3MiHM Ta [onoBHeHHs 00 uboro [lpoTokony
BHOCATbCA 3a 3rogoto CTopiH i odhopmMmoTbCA
Yy NUCbMOBIN hopMi JoaaTKOBUMK yrogamu.

Llenm Tlpotokon moxe Oyt [OOCTPOKOBO
posipBaHun OGyab-akoo 3i CTOpiH 3a ymoBwM
nonepeaHbOro NUCbMOBOIO NOBIJOMITEHHSA MPO
posipBaHHA [loroBopy He MeHW £k 3a 2 (gBa)
MicsiLi 4O gaTu posipBaHHS.

Y pasi HeBUKOHaHHA yMoB [MpoTokony CTOpoHM
BCTAHOBIIOKOTb NPUYUHN Ta LUASIXOM
Y3rOPKEHHS HanarogXylTb CniflbHYy poboTy.
AKLWOo BUKOHAHHSA Lboro MNMpoTokony HEMOXBE
yepe3 hopc-mMaxopHi 00CTaBMHM B PO3YMiHHI
3aranbHO-BU3HAHUX MiKHapO4HO-NPaBOBMKX
HOpM, KOXHa 3i CTopiH MoXe iHiuitoBaTu
NPUNUHEHHSA NOro Ail.

Byaob-saKi cnipHi NMTaHHA Woao TnymaveHHs abo
3aCTOCYBaHHSA MNOMOXeHb Lboro [1poTokony
BUPILLYBaTUMYTbCH CtopoHamu LLUSIAXOM
KOHCynbTaUi Ta JOCArHEHHS B3AEMHOI 3roau.

10. OTHER TERMS

Amendments and additions to this Protocol shall be
made upon the consent of the Parties and shall be
formalized in writing by additional agreements.

This Protocol may be prematurely terminated by any
of the Parties, subject to prior written notice of
termination of the Agreement at least 2 (two) months
prior to the date of termination.

In case of non-fulfilment of the terms of the
Protocol, the Parties shall determine the reasons
and establish mutual activity through agreement. If
the implementation of this Protocol is impossible
due to force majeure in the sense of generally
recognized international legal norms, each of the
Parties may initiate its termination.

Any disputed issues regarding the interpretation or
application of the provisions of this Protocol shall be
resolved by the Parties through consultation and
mutual agreement.

Llew T[lpotokon cknageHo y 2 (OBOX)
NPUMIPHUKAX, KOXEH 3 SKUX Mae OAHaKoBYy
IOPUONYHY CUTTY.

This Protocol is drawn up in 2 (two) copies, each of
equal legal force.

Llen MNpotokon Habupae YMHHOCTI 3 AHS MOro
nignucaHHsa i 3anuwaeTbes B cuni Ao 03 KBiTHSA
2028 poky.

This Protocol shall enter into force on the date of its
signing and shall remain in force until April 03, 2028.
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