@ RANGEFORCE

Certificate of Continuing Education Completion

THIS CERTIFICATE IS AWARDED TO
Mykhailo Lobanov

For successfully completing 71 modules, from 05/01/2023 to
07/22/2023, equivalent to 23 hours and 30 minutes of study,
provided by the RangeForce Platform

Modules completed are shown in Annexes
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Annex 1

Learner Onboarding Video

Linux System Info Gathering

Linux Log Management: Systemd
Basic Shell Scripting

Linux Execution Context

Linux Software Management

Linux Environment Variables

SSH Basics

Linux User Management

Linux Authentication

Linux File Permissions and Ownership
Linux File Management

Basic Linux File Editing

Linux CLI Introduction

YARA Overview

Understanding the Cyber Kill Chain
Traffic Light Protocol Overview
Overview of Data Breaches
Offensive Security Assessments
Lateral Movement Overview
Kerberos Overview

IAM Overview

Burp Suite Overview

Privilege Escalation: Introduction
Introduction to Password Cracking
Countermeasures

Password Security In-Depth
Introduction to the SOC

Introduction to SIEM and SOAR
Introduction to Email Based Threats
Red Team Functions and Tasks
Introduction to DoppelPaymer Ransomware
Introduction to Egregor Ransomware
Introduction to Hades Ransomware
Introduction to REvil Ransomware
Introduction to BlackMatter Ransomware

Introduction to RansomEXX Ransomware
Introduction to Ryuk Ransomware

The Evolution of Ransomware

Blue Team Functions and Tasks

The Building Blocks of InfoSec
Ransomware Overview

Security Topology

Understanding the Threat Landscape
History of Cybersecurity

Introduction to Cybersecurity Terminology
Firewall Overview

MITRE D3FEND Overview

NICE Roles for Cybersecurity Workforce Overview
Introduction to Defense Readiness Index
MITRE ATT&CK Overview

Cybersecurity Teams

NIST Cybersecurity Framework Overview
Linux Networking Fundamentals Challenge
IDS/IPS Overview

PCAP Forensics: TShark

NAT Concepts

Layer 4 Networking

Layer 3 Networking: Routing

Layer 3 Networking: Overview

Layer 2 Networking

Introduction to OSI Networking Model
Module Tutorial

Security Management IR Assessment
Penetration Tester Assessment

Cyber Readiness Assessment

Microsoft Core Security Assessment
OWASP Assessment

Threat Hunter Assessment

SOC Level 2 Assessment

SOC Level 1 Assessment

Cybersecurity Foundations Assessment



@ RANGEFORCE

Certificate of Continuing Education Completion

THIS CERTIFICATE IS AWARDED TO
tykhonyn@ftf.dnu.edu.ua

For successfully completing 65 modules, from 05/01/2023 to
07/22/2023, equivalent to 23 hours of study, provided by the
RangeForce Platform

Modules completed are shown in Annexes
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Annex 1

YARA Overview

Understanding the Cyber Kill Chain
Traffic Light Protocol Overview
Ransomware Overview

Overview of Data Breaches
Offensive Security Assessments
Lateral Movement Overview
Kerberos Overview

IAM Overview

Burp Suite Overview

Privilege Escalation: Introduction
Introduction to Password Cracking
Countermeasures

Password Security In-Depth
Introduction to the SOC
Introduction to SIEM and SOAR
Introduction to Email Based Threats
Red Team Functions and Tasks
Blue Team Functions and Tasks
The Building Blocks of InfoSec
Security Management IR Assessment
Cyber Readiness Assessment
Penetration Tester Assessment
Microsoft Core Security Assessment
OWASP Assessment

Threat Hunter Assessment

SOC Level 2 Assessment

Linux CLI Fundamentals Challenge
Linux Tmux Introduction

Linux System Info Gathering

Linux Log Management: Systemd
Basic Shell Scripting

SOC Level 1 Assessment

Linux Execution Context

Linux Software Management

Linux Environment Variables

SSH Basics

Linux Authentication

Linux User Management

Linux File Permissions and Ownership
Linux File Management

Basic Linux File Editing

Linux CLI Introduction

Linux Networking Fundamentals Challenge
PCAP Forensics: TShark

NAT Concepts

IDS/IPS Overview

Firewall Overview

Layer 4 Networking

Layer 3 Networking: Routing

Layer 3 Networking: Overview

Layer 2 Networking

Introduction to OSI Networking Model
Cybersecurity Foundations Assessment
Security Topology

Understanding the Threat Landscape
History of Cybersecurity

Introduction to Cybersecurity Terminology
MITRE D3FEND Overview

Introduction to Defense Readiness Index
Cybersecurity Teams

NIST Cybersecurity Framework Overview
NICE Roles for Cybersecurity Workforce Overview
MITRE ATT&CK Overview

Module Tutorial

Learner Onboarding Video



@ RANGEFORCE

Certificate of Continuing Education Completion

THIS CERTIFICATE IS AWARDED TO
kroma008@gmail.com

For successfully completing 19 modules, from 05/01/2023 to
07/22/2023, equivalent to 5 hours of study, provided by the
RangeForce Platform

Modules completed are shown in Annexes
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Annex 1

Learner Onboarding Video
YARA Overview

Traffic Light Protocol Overview
Ransomware Overview
Offensive Security Assessments
Lateral Movement Overview
Kerberos Overview

IAM Overview

Introduction to the SOC

Introduction to Email Based Threats
Security Management IR Assessment
Cyber Readiness Assessment
Penetration Tester Assessment
Microsoft Core Security Assessment
OWASP Assessment

Threat Hunter Assessment

SOC Level 2 Assessment

SOC Level 1 Assessment

Cybersecurity Foundations Assessment
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